23-IP-09-GE-TRC-A

Training Course on Cybersecurity Management Systems
TR 16-19 W EAIAN 2566
HuszuunisUszyneaulal
Javileg ayy nwainuna
Aensenla ddnauimuIngimansuazimalulaguiens

Juil 12 nIngAu 2566

doufl 1 evn/esAanuiannmsdisaulasenis

1.1 fuwdeinguszasivaslasainislaode
n&ngnsiiigavszasdifielifidnsanlassnisarunsadnlandnnis uuamiaves
Cybersecurity Management Lﬁa‘ljﬂﬂﬂixqﬂiﬁ’ﬂummwﬂaq1/15 wlewne wazldJuadesdlely
nsfuilefusvanauiiiniuluiagtu
AIU31891UTD9 McKinsey way CISCO Thwawnslul a.a. 2021 way 2022 Ju A1Y
Bemefiinen Cyberattacks ﬁ?u%ﬁugjﬁa 10.5 &udu USD siatlu 2025 Fuduanuiwesd
2015 ey Cybersecurity ?ﬁqLﬁ‘fJuL%"a0‘17'1'111'awuaq‘ﬁmlﬁﬁ’m%’unﬂwmEmu Tnglan1zaIninga
COVID-19 Fivhliinauiuasuntasegiauinlunisyiiau 8813115 Remote Wvieuain
aeuanieny ivanemihsnulidslinieuiuiie warilagiu Cybercrime duldgnaalidu
Hapmszdiulanegnmisiiusvsronywd

% 3 . aa a a = @ . { v 1 a
9ty Cybersecurity management N8lUszandandadudsndrglinuigauiiniig

Uaensey
1.2 ilen/esanuilaainianssy

Cybersecurity fitt1uunglun1s§nen C : confidential, I: integrity, A: availability v89 s¥UU

ARNTIMET PTBUABNTINES aUNTalR19Y Taufiadauadnn Cyberattack WavannanIenuiagintu

Cyberattack Ao n15lau@iiion WasULUaY a1 sTUUALRIABS LASBY18ABNNILADS
gunsalnneg Taudedeya AaeBn1si1eq lnednvinlag Hacker, o1y nsloiues nie nguitlasunis

[

avvayulaesglag nyumds Wnedidwanesus yana 5379 niienusy islassadanugiund Ay dua

VIl Teyaldeny inaudenen1nisiiu viieviatedeldes

UszLnnves Cyberattack lnggo

®  Malware : gaAwIslafiesUsTaeA LU worm, spyware, ransomware, adware, trojan 7

p13lanfiuTenIn1gg, n1sna link, N5 Download
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® Phishing : nMslaudlagnaenidalivaatevidsisieants mslaudtgnldesuwnsvane
gnineglungu Social Engineering Attack Inanislauia1avzanluguiuy n15eds email

waenalugaunte Wewmbena link Inlud fake website udagnuaenlatoyadify

8814 credential pusefazlasudeyadinanluldlunmsidifedoyadusiabug

1. Attacker sends phishing mail to target Target

4. Hacker uses victim’s
credentials to access
private information 3. Hacker collects important credentials

2. Victim clicks on phishing link
5 I I and visits fake website
E Q ey
=
—

Original Website / Files

® Password : laudtiialila password YenBeme3sn196199 WU password spraying,

Brute force, dictionary, keylogger

[ 4
w I<3Babysitters&Hallow33n
'~
8 e
[Eersomm|
! vil
[ Gemerore > @ILDoNsR3 w
{ <> ham, s
Attacker . S i Target
*Mommy_Issues1960 ” g &
S Authentication
-7 System
@ | .
m Carrie1976 V
—
Target Users
Password Spraying
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® Man-in-the-Middle : Msulueviaudlatoyalnensigliuszasfunsnidiunegsening

NANTEWINNNTEDENS
ORIGINAL CONNECTION
Qo
o] —®o
User V\!eb Application

NS

Perpetrator
Man in the middle

Man-in-the-Middle Attack

® SQL Injection : N5&1 malicious code W lUMwdenildadwiiinlilagdewonis ldinay

a 1Y

Judoya wieudusdnSsyiu Administrator veq DB

1. Hacker identifies
vulnerable, SQL-driven
website & injects malicious
SQL query via input data.

@ WEBSITE INPUT FIELDS

3. Hacker is granted access to view
and alter records or potentially act
as database administrator

HACKER DATABASE

2. Malicious SQL query
is validated & command
is executed by database.

02

SQL Injection Attack

® Denial-of-Service : nslaufiiielvivigelyiansaliuinisld viansaifliuszasdnla
AuAN bot $1uausnlvids traffic Usinaumealuduvdesuvteliawnsaluinisla
JiuUnse shutdown a9 (¥38138771n15%1 DDoS)

BOTNET OF
HUNDREDS,
THOUSANDS OF
INFECTED HOSTS

@u
2 \
AN ' —~

() -
AN . @ o 111 VICTIM'S
J . )t S S -4 RN SERVER
q ) N = CRN

commanp . e /
BOTMASTER AND CONTROL N S
SERVER ) : ‘ Il 3

. S
- —— ATTACK TRAFFIC
OVERWHELMS THE
1 o SERVER, MAKING IT
ATTACKER SENDS “LAUNCH' ‘ oo UNAELE TO RESPOND TO
COMMANDS TO A BOTNET ) LEGITIMATE REQUESTS.

FROM A COMMAND AND
CONTROL SERVER

2

BOTS SEND ATTACK TRAFFIC
TO VICTIM'S SERVER

® Insider Threat n1slauAanAulumensgalasiigeg

mssavTIeaIumIenaINInTnTlaTinneile @UVUSUYL a.A. 2562) wih 3 ve3 15
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Crytojacking : Mslauiveltildninensveantielunsyn cryptocurrency

-8

Threat actor

Compromised website with
cryptomining script embedded

Cryptocurrency
mining

Steps
1. The threat actor compromises a website
2. Users connect to the compromised website and the cryptomining script executes
3. Users unknowingly start mining cryptocurrency on behalf of the threat actor
4. Upon successfully adding a new block to the blockchain, the threat actor receives a reward
in cryptocurrency coins

Cryptojacking

® Zero-Day Exploit : mslau@lugsreswingslaiiisnisunle

DISCOVERY ATTACK

Q
Q
O
3

ZERO DAYS EXPLOIT

VULNERABILITY EXPLOIT ATTACK DAY ZERO
A vuinerability in a system, Knowledge of the vulnerability The exploit is then used to “Day zero” is the day the
software or service s found is then used by either the person perform one or more attacks  vendor learns of the vulnerability
by an individual who decides discovering it or a partner or on vulnerable systems. and begins working on a fix.
to keep it a secret from the contact to develop “exploit code”
vendor. that is able to leverage the
vulnerability.

Zero-Day Exploit
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® \Watering Hole : mslandiiuilasuaudien weils code Nldlunslanfimiefidige

Aussnanasely
2.Compromise
legitimate
;A% website
A ) i o000
1. Adversary targets o — @
organization ]

@ 3(b). Redirects
user and identifies
vulnerabilities

3(a). Users visit m 4.Sends the exploit
website to compromise

Victim visits site

S, 8 ==
o - oo O3 O
L Hacker adds ® :

exploit to target site Compromised site

sends exploit to victim

@

Exploit runs on victim's computer and reports back to attacker

Watering Hole Attack

Cybersecurity threats waz n155uile Ineda

® Supply Chain Attack Aens7 {laiuszasdfidlaufgliuinig vieid1vemansiue e

Taufwdenlduinsvsendndueininan mslavdidmsudldnuanansasuiielaensly

endpoint detection and response solution Tun1snsadusazuilummnIsaliiaung

® Internet of Medical things (IoMT) tinannsviainsiateyadf, dn1s hard code
credential $3u89UIANITAIUANAIY security 71 Nslandlisulialaanisldndnnis Zero
Trust, NMTUUL segment MENgaN TINAIMVUALLININITIANTaUNTAlneY Loy

USM1599N15909LmIvee Medical loT

® Router uay infrastructure security hiUsvasAmlanfgUnsalfandnindienseauanives
AULATD private services/data nslaufisuilolaely Firewall, penetration testing,

network monitoring, VPN, encryption Lag mﬂﬁmmiﬁ%qﬂmﬂi

®  Spyware Ju malware figjathiidayasine seante wumatosiuldunld anti-

malware Nilanasnsadosiu spy-ware

®  Macro viruses {Ju macro program liluszasavilsaslulndionans ﬁﬂmamﬁaﬁ
as1deuldisnn Snunskiy e-mail 30 link s wwavnadesiiu 14 Anti-malware 7
#111150M52199UN"5 download file 158 WUa link laivasnseld, fin1s update OS. 1Hu
Used wagliinlrdann email we link fivasde sauddlai click pop-ups

e Command and control %3 C&C WunsTauinglivszasdannsndsindsnmunumde
Tl sanfadedoyavidonanislaufindumsomnsiiaindly uwnissuile 14
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Intrusion detection system (IDS), Intrusion Prevention system (IPS), Firewall #3®
5u‘] fianusadesiunis run app ¥39 code 161, 19 2-Factor authentication wag digital

code signing

Cyber security ﬁﬁﬁiaqﬁamnﬁmwiasﬂismw
Aeume SME loun
1) Phishing Attack \Jusfefifinisvenesia 65% lewfieuiudl 2022
2) Malware Attack
3) Ransomware

4) Weak passwords 31nafianuinafiewsiayesdnsiily password sounesgiis 19%

AYFDAUUIAUNIITN

1) U3anas loT Aideuduszuuiigainlifivedulignlaufiuiniy
2) msdsdayaamuauriuszuul$aneild protocol flivasnde
3) ransomware

4) NslauAnaNIeA s UNTalnaY

fggia Smart City WU loT gaiinatuRs KuYedlnin1eg vise password Ngnldaniiu

lvgnsgnaeauun TiudemuaugunIaidu) Menadrislasely
figgio Healthcare ldikA ransomware s nTunsenusen1sliuinig

v oA W ¥ ' & a
LUINIINTIIUUDANY Cyber ngqagﬂuwugqu 3 #d4AD

%

1) People foslasuanuzilszwinsy llasiauAuaEIuIs
2) Process finsaulAuURNA

3) Platform #7 technology ﬁﬁmﬂ%ﬁaa@udﬁﬂaamﬁa

PEOPLE
Awareness & Capability Development

Ongoing Cyber Awareness Education

Situation-Blended D £
Considerations & &

The 3PS
Foundation
PROCESS PLATFORM
Governance and Structures Technology
Ongoing Operational Checks/Advisory Ongoing Cyber Technology Watch/Refresh
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Yaslndvaimstasiuludagiuuasnisgatesing
ﬂ'1iﬂadﬁ’u‘iuﬂﬁ]Qﬁuaguuﬁugﬂwaqmimaﬁu (Detection) Asi3indusiy Faiiuin
ﬂ1SG]i%ﬂlﬂjwu‘lﬂﬂﬁuﬂajﬂﬁﬁﬁﬂﬁuﬁ]@:’fﬁﬂ 2819L9U Anti-virus, Endpoint Protection, Endpoint
Detection, User & Entity Behavior Analytics (UEBA) Sandbox e 9 Tuduiivhaugaens
A5193U definition ¥3e woAnssudunse vide ngdnssuiiauni %ﬁﬁlﬂiﬂizmﬁﬁéaummwau
NANNTEUIUNIINTITUMEIDN50199 119y Td password fiu file zipped |, 19 Zero-day Taud

F991953UDINTLY Al LNE8BNAIEY

Based on what you know

+  Anti-virus (AV)

+ Endpoint Detection & Response (EDR)

*  User-Entity Behavioral Analytics
(UEBA)

+  Sandbox

*  Etc.,

D

DETECTION
TECHNOLOGIES

o

nsgateslnituilalael Zero-Trust Wy &9 Zero-trust Ain N157fDINTIEOU

nnasiudlaiaenduneuwate Fuasedlefendiegdulasinisausuillaun

Zero Trust
CDR
RBI
Etc.,

Based on what you know
Anti-virus
Sandbox

UEBA

Etc.,

D ND

DETECTION NON-DETECTION
TECHNOLOGIES TECHNOLOGIES

1) Remote Browsing Isolation (BRI) #in15viaai3u #58USN1581U Browser Tae agvh

H1Y virtual container Uu cloud Beazdasiugldannnisgnlauilagnss

Local Browser Remote Browser

<HTML> <CSS> <JavaScript> <jpg> <video>
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2) Content Disarm & Reconstruction (CDR) d1w5u file azidunissingdauilyl
Wedewsedudunseeenain file newivzdelld usidmiu Network azdunis

11 white-listing 919% reconstruct packet aasI9dOUNDUAINIUIY

v .

Admin Log

Webinterface Syslog [
REST interface NTP .
Syslog [
SNMP

NTP 6 |

TCP / UDP, FTP / SFTP, NFS, SMB,
SMTP / POP3, NTP, SYSLOG, RDP,
MySQL, HTTP / SOAP, ICCP, Zabbix

SECURITY DOMAIN 1 SECURITY DOMAIN 2

and others

3) Robotic VAPT 117113 n919@0u%04l1n3913 Vulnerability assessment Wag

penetration test lngdnlusiRog1saiiae

Cybersecurity §1%5U Cloud Wulfigaiu onsite WalinANFUToUNINAINTEDIINYBINIINT
nldfwasy sufdasiaimansdiuiliannsoauaulifedaies hlsidedlduunin zero-

'
I <

trust WuNTEeELTUY e lieAnsanusaniufanssurantasely wenantuduvaniida

[ o w o

Wudensodinnudadmsunishd Cloud e network fiasanunsaldanuleane dnnstasiu

o

1M399733u dnsdinenudevng viseansagnauslaviuyiaed

Cybersecurity Mesh Architecture (CSMA) f® LLmﬁﬂﬁt,%auimaamﬂssmuLﬂ%mﬁamuqu
Anulaonfesne idetulifinnuiangu vilidanudaenfoBaunaslinnensiiosas
Tneflnnuauifssd

1) security analytic k&g Intelligence

2) Identity ez access management

3) auAy policy Wifiugunsalaneg 14

4) Dashboard fisadeyaiinmeiuilvinTaaeuuazneuauadlaviu
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Cybersecurity Mesh Architecture Complete

Mobile/Tablet
PC/Laptop
G el eee

Sarver/VM

EEm

G EETEE

SaaS

WP

laaS

o
PaaS
Cloud

Y8R9 CSMA A

MFA 1GA : PAM

Users I'QI Robots @ Processes

Email Applications
E I:I @ @ Network
SEG WAAP
[__swo__J:27
L
. 2. T D
Dashboard Alerting
= ZiNA |
Q il

Policy, Posture and Playbook Management

Security Intelhgence Layer

1) 5993V Identity and Access Management (IAM)

2) mMaweuleNdoanITEning third-party services viladng vinliumazinsosiovineu

awiulan

3) Pelunsiavissuunsiageuiaulusunan

4) 5045U Decentralized Identity standards vinl¥f identity data lasun1saua

5) nsAnsakazdnnis security tools Tnaiviladeuazdameu

ALurtdmMIUNIS Balancing 581319 Cybersecurity Wag Productivity 111A3948e se policy

fu cybersecurity Tavinslwlminaaviasie productivity innlARasanituney SIuIm

| e v o % s 1
Lﬂiaﬂma‘wL‘Viiﬂsamﬂ‘wmmmﬂaamﬂEJLLasaiNa'ﬁmmﬁlm

WAUIN15UBY Cyberattack wag solution

Cyberattack Solution
Gen.1 Virus Anti-virus
Gen.2 Network Firewall, IDS
Gen.3 Application IPS

Gen.4 Payload

Anti-bot and sandboxing products

Gen.5 Mega

Real Time Threat intelligence

MsInvITIgIuMemaInIsilnTnIsele (UUUTUU a.p. 2562)
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d8Afu Cyberattack

n Desktops & laptops are most vulnerable to cybercrimes

Devices most vulnerable to cybercrimes:

70%

61%
2 53% 50% 50% 47%
smartphones tablets wireless access routers
& laptops points & server rooms & switches

E Leading malware carriers

‘ web
. 6.3%
email [ 92.4%

—
oS 1.3%
= others

B Trojans are the leading form of malware on Android

Distribution of Android malware, by types:

—_— . oeseeSESSSS————
. passwordtrojans ] 4.18%

others 1 203%

ransomware 1 1.46%

Cyber Resilience fia uuifniiazlissdnsanunsneysenla

RECOVER IDENTIFY
Recover from an incident Identify the risks and gaps

CYBER

RESILIENCE

SUSTAIN

Sustain critical
organizational operations
during an incident

PROTECT/DETECT
Protect systems and detect
intrusion

RESPOND
Respond to incidents

The 5 stages of cyber resilience can be adopted by any public sector organization seeking to protect themselves from cyber attacks.
. . o A
1) Identify risk hag gap N4

2) Protect / Detect 99nN15YN3IN

v
=

3) Respond MBUALBIAD incident MtANTY
4) Sustain MUMIRAIEIRYVBIBIANTABITINULAlUIERINGAR incident

5) Recover f:]'ﬁumﬂ incident

MsInvITIgIuMemaInIsilnTnIsele (UUUTUU a.p. 2562)
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NIST : Cybersecurity Framework (CSF)

1) Identify
2) Protect
3) Detect
4) Respond
5) Recover

NIST CYBERSECURITY FRAMEWORK

IDENTIFY

PROTECT

RESPOND RECOVER

[ Asset Management

Business
Enviroennement

Governance
Risk Assessment

Risk Management
Straegy

S

Awareness Control

Awarness and
Training

Data Security

Info Protection and
Procedures

Maintenance

Protective
Technology

Anomalies and
Events

Security
Continious
Monitoring

Detection Process

Response Planning
Communications
Analysis

Mitigation

Improvements

Recovery Planning
Improvements

Communications

ISO 27001
Plan

1) Objective

2) Scope

3) Asset inventory

4) Risk management framework

5) Identify risks Wagfinvium scope

6) Define risk treatment plans

7) Validate controls — Annex A

8) Write document

Do

9) Implement plans

10) Manage change

Check

S unesguduiiegnentisuing Tnefinszuiunis PDCA Usznausie

11) Operate ISMS internal audit, monitor &g management review

ACK

12) Continuous improvement

FIUAIUTWHDTENINUsEUNA FOITUAUNAHANUAITIF
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12. Continuous [
improvement ggéep‘:;"’es
_ Asset inventory
Risk management framework
Identify risks and score them
Define risk treatment plans
Validate controls — Annex A

Write documentation

ONO DA WN =

11. Operate ISMS -

Internal audits,
9. Implement plans

(technical and
procedural)
10. Manage change

measures,
monitoring,
management
reviews

saa °

9nti 2 wuamastesuinnudululdlumsihanyszsgndld uavaslduadwsitiainniniite Crs
wag 1SO 27001 wldsaniu
Digital Policy tuldviafionuauiiielilduanutimne wu nsudetuiighsss Yszanould
Usglomd viie adrsdadiuliin vievannundaionadnsin wu luussmanvavesussens
ifin1s3avi Cybersecurity Policy for Digital Transformation fitmeneuaueslufusingg wu

pnszauALUasnfeliviualy

1) ademusmiioszning Public-private Tunisnevauessis

2)  aswnsatuayulviu SME wu lrduuzdl uaguinisinwanudasasiedeya

3)  atuayuliuszmvusuliedudelewes 1wu USn1s My PC care service, checklist

uUaanse

Cybersecurity ¢t R&D fin1sassuuseanaludiumige Lﬁaaﬁuaqu R&D L1

1) Data Protection

2) Physical security

3) Network protection

4) Convergence security (mﬂ‘ﬁ’%ﬁmuazﬁ‘umw)

5) Convergence service protection (USN1S WU web, mail, blockchain %38 e-

transaction)

6) International joint research

wazdadiudun Wy afeanuvasadudmsunisliuinsitlifosnuansiadedies

Msaseusifiauanse asaeietisrusaniiossuinasema dunsli

A3
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firagremsadsauly Usemeaniua
Usgimanmd duinisaiaiaulifianuaunsasuianandunisfineies nstinmsatuayu
WiLAgn AN kazr UTUTLNTULRNIZN 190U TI099a319lUTUT09UAU cybersecurity

wuaenee neludseme Wi uenanniaduayulilasuluiusesninaina

dayalUasduiigafiu Cybersecurity Certifications

¥

1) 15C luesAnsNidawul 1989 Liuarminarils ffanssuldanug waslususesdmsug

Y

Mauu 1T tnedlususeaanssienis 1wy

® (ISSP
® SSCP
® (CCSP
® (AP

® (SSLP
® HCISPP

Tnefirdaduiifenldun CISSP uag CCSP
CISSP : Certified Information Systems Security Professional ulususesfiviugu

Information Technology Security, Cybersecurity Imamaumummiﬁwiaiﬂﬁ
® Security and Risk Management
® Asset Security
® Security Architecture and Engineering
® Communication and Network Security
® |dentity and Access Management (IAM)
® Security Assessment and Testing
® Security Operations

® Software Development Security

CCSP : Certified Cloud Security Professional ulususesiisiu Secure cloud

infrastructure TngasauaquALSsalud
® Cloud Concepts, Architecture and Design
® (Cloud Data Security
® (Cloud Platform and infrastructure Security
® (Cloud Application Security
® (Cloud Security Operations

® | egal, Risk and Compliance
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AYIULANAN95EWING CISSP Ay CCSP

CISSP WuNgAUANEIIUUIINg LU

Chief Information Security Officer
Director of Security

Chief Information Officer

IT Director/Manager

Security Systems Engineer
Security Analyst

Security Consultant

Security Auditor

Security Manager

Security Architect

Network Architect

CCSP winnzivae9u Technical

Enterprise Architect
Security Administrator
Security Architect
Systems Engineer
Security Manager
Security Consultant
Security Engineer

Systems Architect

2)  CompTIA Wussdnsliimnus uazlufuseaduiuilususomanesianis wwu

a.

b.

C.

Security+
CySA+
CASP

MsINNTIEIUMenainstiulasnsionle UUUSUUR .6, 2562)
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o Usglowtisonuios : IsuadiieatunsTaufisuuuusing wieuismssutio dusdeufowmeg
sewhafnme uagvdafnwg Snisnsuweussaunsainngussets fannsathdeveslsijsmau
uazfiuiiAgItos

o Usrlomidemhnududsia | thanusdldunmnaumuiuioduddouiaimeg sewiafnmg waevds
Anwala

o Ustlomidemsnuriormadndnluhideduy : aunsmhanuiildindievensoly ilfaaem
Uaeafeiedes

o Aunssunisveneradildiudunsaeluszesinan 60 Sutfuaniugavhevestasenis : tiaruiilen
Mlunsussewaismnunseninlituninanuluesdns

e fInssumsvenenanvzaniunisnely 6 weundudislasnis : dianuinlaundiauslunis

UFUUTHUAIUANE 19U ISMS

du 3 lendsuuy
e sg¥eilinulasinsuazUsemANid1sInlATaINg
e fmuan1satuaian (Program)

® LonansUsEnauNTUSEY/dNnun (Training Materials)
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