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INDUSTRY4WRD READINESS ASSESSMENT (RA) INDUSTRYAWRD READINESS ASSESSMENT (RA)

A comprehensive programme to help firms assess their capabilities

and readiness to adopt Industry 4.0 technologies and processes, using
a pre-determined set of indicators to understand their present
capabilities and gaps

MARKET SEGMENT :

» MANUFACTURING
+ Sales turnover from RIM300,000 < RMS50 million or
+ Employee from 5 < 200.

> MRS

+ Sales turnover from RIM300,000 < RM20 million or

FOCUS SECTORS 2022:

« Employees from 5 < 75.
Government Government-funded IndusirydWRD RA
Incentives ELIGIBILITY :
(2021- 2025) Tax deduction on expenditure of IndusirydWRD * Valid registrafion TOP SECTORS FOR APPROVED RA:
*Incorporated under the Companies Act||Food products, Rubber & Plastics products,
(1965/2016)/ Registrafion of Business Act (1956). Fabricated Metal products, Chemical products,
+Hold a valid Manufacturing License (ML) and/or | | Electrical equipment
wmwm‘?manmmmlm St beoraas
Ovutcome .

« In operation for more than three (3) years
« Company has at least 60% local equity.
« Single-customer limit; only one (1) company within the

group of related companies is allowed to obtain the
Govemnment-funded RA.

Requirement for Manufacturing License (ML) under the
Industrial Coor Act (ICA), 1
i. Shareholders' funds of RM2.5 milion and above OR;

. Employing 75 or mora fulltime employees

The focus to grow digital technology adoption is increasing, indicated by the expansion of policies in the country that are related to
digitalisation and technology
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PROCESS FLOW: FROM RA TO INTERVENTION FUND TECHNOLOGY ADOPTION PROGRAMMES by MPC
Industry4WRD
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%t Key Trends in the Digital Transformation of SMEs in the Service Sector

ussenalae Eileen Tan Soon Choo

Executive Director Technology Services Stone Forest IT Pte. Ltd. Singapore
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Stone Forest

Singapore / Eileen Tan
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What challenges ~ rconss e wamvs | 52% Inbound e-Commerce growth in the Asia-Pacific Region
do businesses face
in achieving a truly Culture not agned around the istomer needs 39%
customer-centric What does this mean for your business?
organsiation? Missing key technology platforms to manage data 3s5%
o/ for border business.

Digital-first consumers - To maximise the opportunity, you will need to invest in technologies,
ighted are mainly marketplaces and promotion.

solved h the proper

R P e e e Localise your website for each market. This includes language '
currency, payments, affordable and familiar delivery options and
convenient retums. Plus the sales channels and promotional platforms \

Insufficient experitise in data analyts 28%
in Asia

Organization focused on sales before customer 28% R “““““““

Stone Forest Business Advisors to Growi Stone Forest Business Advisors 1o Growing Businesses

Consumer intent to continue using new digital activities after COVID-19 is
strongest in India and Japan.

The embrace of
Omnichannel

Omnichannel
is here to stay

Usergrowtnsnce COVID-1,

-2 26-50 (et EEONEREEY N

: Joan
L] L] Ll Ll L] L]
. . . . . .
Afew consumer trends accelerated 0 . . . in China & South Korea
during the pandemic — notably, all . o HEN o . . omnichannel purchases are
g el hmalth safety si o o e o o preferred in almost all category
s L] - . .
experimentation. ® ® ® ® ®
S : — : : Except for JAPaN where
. consumers prefer in-store
(50"/Vn expressed the intentto . . . . . plichasea Goar il chsnnas
continue engaging through digital . . . . .
channels post pandemic L] L] . L] L]
. . . . .
Stone Forest : : Stone Forest
v o o o o o o
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el Digital Tools and Practices for Service sector SMEs
ussenelng Maresa Ng Hooi Meng Chief Executive Officer and
Founder Spark Activators Sdn. Bhd. Malaysia
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Digital Productivity Readiness Assessment
-------- (0) More Service SMEs are Digitalized in the Front End

Digital Readiness 48.75% Utilizing the PPT Framework of
Digital Productivity Readiness Assessment Score Digitalization; Digital Readiness Score at
Peopl (DPRA) is based on PPT Framework 48.75%
e
P 1. People: Digital leadership and readiness for Faceis SEE3% °  Higher PEOPLE Score —Readiness to drive
30.35% digitalization
change
2175%  ° Lower PROCESS & Productivity Scores — from
2. Process/Productivity: Standardized process lower Back-end productivity (17.6%), compared
Productivity flows and systems 2 to Front-end productivity (24.6%)
) . 4853% . TECHNOLOGY (48%) > Process Scores (30%) —
3. Technology: Use of technology for business 47.79% SMEs are investing in digital solutions, but
intelligence & data security foundation is not systematized
5368%
47.79%
Tech: Data Security 41.91%
v o o o o o o
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(o) Stages of Going Digital

Enabling consistencies in
process flows

Stages of
Going Digital

of text, pictures, or
sound into a digital form

) Digitization that can be processed
by a computer.
3. Digitalization:
@ Systematization Integration of verticals -

computerized sharing of
information with other
departments

(o) Stages of Going Digital: Digitization (1)

1 ‘\J: I Digitization: The conversion of text, pictures, or sound into a
digital form that can be processed by a computer.
FocusonStep2>3>4
Step 2 > 3: Transferring data retrieved at SALES stage
to FULFILMENT stage [CRM software] PRI
Step 3: Managing Quality of Service
Breakdown service quality points
Different apps based on businesses:

Education & tuition software l.e. AOneSchool)

(o) Stages of Going Digital: Systematization

L
o
o

o
I YR 4
000000
eo e

Standardization of Empowering
‘ B ‘

Designing the process
flows for the business
Estimate 6-9 months, making (KPls)

including training the team With centralized Both: (j) Department kPis and
dashboard - enable (i) Employee KPIs
Performance Gamification

Correct data centralized in
1 place - easier decision

Designing Orgchart, JD and
Key Performance Indicators

Outsource to Systems
Consultant Enable Productivity Linked

Wages System (PLWS)

(o) Stages of Going Digital: Digitization (2)

Focus on Step 2 > 3 > 4 (cont’d)
Step 4: Detailed customer feedback
Mystery guests - deeper quality points; Feedback
forms — general, gamified quality landscape
Current: Google Forms, Cognito, Survey Monkey =
but tabulation still required via Excel (not
automated collation)
Challenges:
Collating consistent feedback data
Ease of getting customer feedback

1dentifying service quality points (Honda Service
Schedule) <> Training <> Service Fulfilment

Maintenance & Technician teams: Field Service Management
App (L. Sales Connection]

(o) Stages of Going Digital: Digitalization

-

&8

The Service Sector and the Platform Economy

Digitalization = Integrating Verticals for each
Business Area

* Not necessarily critical for service SMEs —
Digitization: Managers must make
decisions together (depending on fluidity
of service)

* Automated sharing of data to relevant
departments

Wt
usseelag Maresa Ng Hooi Meng Chief Executive Officer and

Founder Spark Activators Sdn. Bhd. Malaysia
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{©) Malaysia's eCommerce Landscape

"

>/_ Malaysia’s High Growth
eCommerce Landscape

Total income for e-commerce transactions in
2021 was RM1.09 trillion; Growth of 21.8% as
compared to RM896 billion in 2020

« eCommerce grew at a steep
rate in 2020/21

This growth was fuelled by:

B VASE Dec 2021: MSMES have collectively
generated RM7.39 billion in income

* Greater disposable income

* High internet penetration in
the middle class (83%) and
urban areas

With Malaysian population of 32m, average
eCommerce spending grew from RM28,000 to
RM34,062 per person per year (21.65% growth)

* Govt initiatives to fuel
digitalization, among many...

T

Social Media Influencers Omni Channel Shopping Supporting Customer’s Post-
Partnerships between influencers Preferences Purchase Transactions
and brands are picking up. SMEs Retail experience that integrates Beyond marketplace transactions,
owners & founders become Key the different methods of shopping growing customer loyalty through
Opinion Leaders (KOL) themselves. available to consumers (e.g. online, partnering with customers in the
in a physical shop, or by phone). customer journey is critical for
Market Analytics are crucial eCommerce players

wanNU LAkl Ms. Louise Chu grieds Auas sesunilad uudsduszaunisallumsldintesiendnalunis
Afiugsivudszauanudnia Insaziiulddn Ms. Louise Chu Tddasmenisvimanaiiioasnesnssusuususisinu
nnyesmeitesulatiareenlal lugduuuiiunnensly lddnezdunisadis Content Marketing N33 Event n13

113918 Market Place mMsungrusiunuswing {udu
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eCommerce
Digitalisation
People > Talent
+ eCommerce & Marketing

+ PR & Social Media

+ Retail & Channels

+ Production & Logistic

Managing a Team Digitally
Virtual workspace

+ Daily huddie, weekly team meeting,
+ Dashboard report, Sales goals

+ Full time retail staff > Transformation

Sales & Marketing Strategies
Advertisements go digital and social
media

Brand partnership - cross exposure
and leverage on growing new leads
KOL - growing my personal branding
Online to Offline - Santa Claire
Post-purchase - Loyalty programme /
Workshops

Business Operations
Front end, back end
+ Digitalise and integ

& Retail pos system
+ SOP and digital training modules

e-C

People & Talent

Marketing

* Marketing & Campaign
* Branding

« Corporate Partnership
+ Sales Channels

« Content Marketing

« Advertisement

Marketing,
Branding

& Logistic

Digital & E-commerce
* E-commerce

* Marketplaces

* Affiliates / Resellers

* Customer Service

« Digital Marketing

Digital,
Ecommerce

PR, Media,

Production

* Social Media

* PR & Media

* Content Development
* Broadcast & Channels
* Event & Showcases

« Copywriting

Event

Sales,
Retail

* Outlets Operation
* Retail Team

* Sales Channels

+ Corporate Sales

* Workshop

Processes

Ecommerce system, Pos system

Systematize the procedures (payment
gateway, iPay88)

Marketplaces (Shopee, Lazada)

Logistic partner
Service provider (Website builder)

Digitalisation Grant (Government initiatives)

M3sRvITIgIumMEnaInIsihlATInsele (aUuusuls a.e. 2562)
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“It’s only after you've stepped out of your
comfort zone that you begin to

Change, Grow, and Transform.»
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Digital Security and Privacy for SMEs

Stefen Cheng Business Development Director Dienst Digital Sdn. Bhd. Malaysia

| Malaysia / Stefen Cheng §
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How to Protect Your Business Against Cyber Attacks

1. Enforce strong security practices: (2FA method)

Ensure every level of your organization uses strong p: and p:

managers to reduce the threat of a leaked or cracked password resulting in
unauthorized access.

Further, educate your employees about phishing scams and not downloading email
attachments from unknown senders.

How to Protect Your Business Against Cyber Attacks

3. Use Antivirus and Endpoint protection software

Antivirus software establishs a firewall to protect your network from viruses and
brute force attempts to access your systems. They scan your devices and portable
disks for malware, preventing malicious actors from breaching your business’ online
shield.

Endpoint protection involves securing all user devices connected to the company’s
network, such as laptops, tablets, printers, servers, smartwatches, and mobile
phones, 10T devices

How to Protect Your Business Against Cyber Attacks

2. Back up & Audit trail

—  With a secure offsite/offline backup, data recovery resilience is key in case of a
breach.

- Malicious threats and hackers don’t always want to steal your data, but sometimes
use ransomware where the end-goal is to encrypt or erase it.

—  With an audit trail for all key business information, you will know whether there has
been a data breach or unauthorized access or changes to your data.

4. Educate employees about digital safety

—  Employees need to be upskilled on transferring information securely, preventing
unauthorized access to company networks, accessing dangerous websites, or falling
for phishing scams.

- There should be a cyber incident resp plan emp ing employees to handle a
data breach and report potential threats.
- M ployees should be er ged to think before sending personal or

sensitive |nformat|on especially if the request to do so sounds suspicious.
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How to Protect Your Business Against Cyber Attacks

5. Zero Trust Architecture

- “Never Trust, Always Verify”
—  Traditional security models operate on the outdated assumption that everything
inside an organization’s network should be implicitly trusted.

3 components of the Zero Trust:

Users- st ication of user identity, lication of “least access” policies, and verification of user
device integrity

conti ion and monitoringat runtime in various companents of
applicationswhen they talk to each other.

Infrastructure - every device and endpoint in the infrastructure—routers, switches, cloud, IoT, and supply
chain—must be addressed with a Zero Trust approach.

" n19d13auAINTIUNGH Group Discussion
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View Options v

Lesson learned from presentations

ity through adoption of logy and digitalization from the experience of Malaysia
+  Key components to promote digitalization among MSMEs *
*  Talent—build the workforce for the future
+  Technology to support Industry 4.0 :
* Incentives structure to motivate the adoption of technology for productivity
*  Business environment — policy
*  Mindset is critical to adoption of digitalization / digital
* Digitalization and Digital transformation a
*  MSMEs use e-commerce platform and engage influencers to reach more clients
*  Various challenges and the risk of failure in digital transformation
*  We learn about cybersecurity. Digital security is essential for organizations
+  We should use data as inputs to improve our productivity
*  Success story of Ms. Louise and her ise on digital ion during the
*  Most of our organizations are still in digitization stage. We are still transitioning our operations through an f
integrated digital infrastructure. APQ/Zainuri

Malaysia/DrHalimanton Jf

Special thanks to our resource speakers!

Philippines/M
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Side Show

.
2. Recommendations

Lessons from Digital transformation support for SME in Vietnam
* Train and create awareness and urgency for Ceo or SME owners

* Train the digital trans formation principles, methods process for sme
3 s

+ Promote the digital 2
+ Train the digital skills and digital productivity
+ Focus to train the HR manager for change management and culture - the soft factors for DX
+ Train the internal DX expert who is in charge for DX program in sme
+ Create the list of tech/ DX services provider / tech road mapPrepare the DX hafidbook for each sector \ g ‘ e
Malaysia/Dr.Halimahtan
+ Promote the successful case in SME !
« Financial support for SME
Introduce/Rollout business friendly tools for MSMES
Double up the delivery system for cross-border e-commerce platform
Conduct digital ion for MSMES
points with startups to introdt to MSMEs
Monthly update/discussion (1.5hr) among the NPOs on rollout of respective digitalization initiatives for MSMES APO/Zallll
Promote the use technology on product development, product packaging and product transportation.
Showcase i4.0 technologies for MSMEs
Government support for MSMES through grants/soft loans to adopt digitalization initiatives

Philippines/Mr. Labang "3
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" fvuanisaduaiga (Program)

22-CL-02-GE-WSP-A
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Digital Multicountry Observational Study Mission on Enhancing Service SMEs' Competitiveness through

Digitalization
7-8 September 2022

Implementing Organizations: Malaysia Productivity Corporation (MPC) and APO Secretariat

Time (Japan Time)

13:30-14:00

(FINAL)

Agenda
Day 1: Wednesday. 7 September 2022
Registration/Zoom Connection

Speaker

MPC and APO Secretariat

14:00-14:10

Opening Session:

Weicome Remarks by MPC

Opening Remarks by APO Secretariat
Introduction of Resource Persons and Participants

Dr. Mohamad Norjayadi
Tamam

Director

Delivery Management Office
MPC

Md. Zainuri Juri
Principal Officer
Program Directorate
APO Secretariat

14:10-14:20

Introduction and Program Objectives

Md. Zainuri Juri

14:20-15:20

Session 1: Measuring SME Digital Readiness

This session will explain how the Malaysian
government measures the digital readiness of SMEs.
The resource person will also share the initiatives and
assistance by the government to accelerate the
digitalization of SMEs.

Dr. Halimahton Sadiah Let
Deputy Director

Productivity Growth Division
MPC

15:20-16:20

16:20-16:30

Session 2: Key Trends in the Digital Transformation of
SMEs in the Service Sector

This session will report the latest trends in digital
transformation in service-sector SMEs. Common
challenges that SMEs may face when preparing for or
implementing initiatives for digital transformation will be
examined.

Break

Eileen Tan Soon Choo
Executive Director
Technology Services
Stone Forest IT Pte. Ltd.

Singapore

16:30-17:30

Session 3: Digital Tools and Practices for Service-
sector SMEs

This session will showcase the digitalization of the
service industry in Malaysia and explain how digital
tools can improve enterprise productivity and
profitability.

Maresa Ng Hooi Meng
Chief Executive Officer and
Founder

Spark Activators Sdn. Bhd.
Malaysia

17:30-1740

Recap of Day 1

Md. Zainuri Juri

M3sRvITIgIumMEnaInIsihlATInsele (aUuusuls a.e. 2562)
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Day 2: Thursday, 8 September 2022

13-45-14'00

Reagistration/Znom Connaction

MPC and AP Sacratariat

14:00-15:00

Session 4: The Service Sector and the Platform
Economy

This session will provide insights on how the platform
economy has revitalized the service sector. The
resource person will also highlight issues and
challenges for SMEs in embracing this new economy.
A case study related to business transformation will be
shared during this session.

Maresa Ng Hooi Meng
Chief Executive Officer and
Founder

Spark Activators Sdn. Bhd.
Malaysia

15:00-16:00

16:00-16:10

Session 5: Digital Security and Privacy for SMEs

This session will explain the importance of acquiring a
reliable management system to ensure the data
security and privacy of SMEs.

Break

Stefen Cheng

Business Development Director
Dienst Digital Sdn. Bhd.
Malaysia

16:10-17:10

Session 6: Group Discussion

Theme: Key programs and initiatives to support SME
digitalization in the service sector

In this session, participants will be divided into groups
to discuss and provide recommendations on initiatives
and programs that should be introduced to support the
digitalization of SMEs.

Dr. Halimahton Sadiah Let
Maresa Ng Hooi Meng
Stefen Cheng

Md. Zainun Juri

17:10-17:20

Closing Session:
Vote of Thanks

Closing Remarks by MPC

Administrative Announcements by APO Secretariat
(Evaluation, Certificates)

End of the Course

Selected Participants

Dr. Mohamad Norjayadi
Tamam

Md. Zainuri Juri
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